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Audit of Information Technology Security
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A User identification and access rights are managed througt\thie Directorysystem within the Microsoft

Windows operating system. The auditing tools part of the Active Directory and other similar tools are able to track
IT activity performed by various network users.

Mandated use by the GOC! 3



o Po Po Bo B P o Po

H

Moving at the Speed of Change May 2015

Active Directory: Microsoft's modern directory service for Windows, originating from the Xd&@rtory and
supportsLDAP

ApacheDirectory Server Directory service written in Java, supportidlgAR Kerberos 5 and the Change Password
Protocol.

eDirectory. This is NetlQ's implementation of directory services. It supports multiple architectures including
Windows, NetWare, Linux and several flavourtloix. Previouslinown asNovell Directory Services

RedHat DirectoryServerRed Hat released a directory service, that it acquired from AOL's Netscape Security
Solutionaunit.

Oraclelnternet Directory. (OID) is Oracle Corporation's directory service, which is compatiblé_AlRversion 3.
SunJavasSystenn Directory-Senve3un Microsystems' current directory servaféering

OpenDS An open source directory service implementation from scratch in Java, backed blicgosystems

IBM Tivoli DirectorysServelt is a customized build of an old releaseder. DAP

Major Active Directoryyendors 4
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A Microsoft provides theActive Directory Service InterfadddS) for
developingclientside directory service applications

A ADSconsists of a directory service model and a set of COM
Interfaces.

A TheLightweight Directory Access ProtoldDAP) API provides a
mechanism foconnectingo, searchingandmodifyinglnternet
directories. LDAP is a directory service protocol that runs directly
over the TCP/IP stack.

Active DirectorrA P | 0 s 5
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LDAP/ADSI ot supported in PowerBuilder Classic or PB.NET

LDARSs patrtially supportedin Appeon
A Englistonly Appeon interface.
A Cryptic norcontrollable messages.
A Nosupportfor Impersonation.
A Cannottie a Group/Role to application functionality
A (ie: menu, button, columnetcX Syt 6f Sk RA&al o0f Sk@AaAof So
A ADSIs not supportedin Appeon

o I

A LDAP/ADSdre fully supportedn the Software Tool & Die (STD) Foundation Clagsesg!(

http://sourceforge.net/projects/stdfndclass

100% GUI Configurable
Supports Impersonation
Fully programmable Group/Role interaction
Supports PB & Appeon applications «

EtCX ¥ 83 Downloads (Tris wess
) Last Update: 2015-01-30

Brought to you by: cpollach
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Active Directory Compliance

rowse / Development / Frameworks / STD Foundation Classes

Multilingual * STD Foundation Classes

Object oriented framework For PowerBuilder, Appeon, lls & EAServer

Summary  Files Reviews Support Wiki

Donate (&

May 2015

Browse All Files
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MS-Windows O/S

{User

PowerBuilder
Application (»

Frameworke)

Command Shell @+

Part A-ADSI Client

{CN = CommonName

OU =0rganizational Unit
DN = Distinguished Name
DC = Domain Content}

Legend

* - PowerBuilder 12.% > compiled to FCode or MCode

+-MSWi ndows fAPower Shell o

@ - Open Source PowerBuildértegrated framework
(STD Foundation Classes)

ope

ADSI: Active Directory Services Interface
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'DEV - Validate Credential

Domain: pptc.gc.ca

User Id: SA.Chris.Pollach

Programme de | hort Program

Password:

PCI-CIFC v | OCI-CIIR

PIC Caviardage (! , i’.ge Redaction
(v1.0.0.4) - (v1.0.0:4)

English Canadd ™

Avis Importants Important Notices

Requirement

Francais

May 2015

ActualActive Directory login web
page from theéPCl Human
Redactiorweb application (built
in PowerBuilder 12.5.1 and
deployed to Appeon 2013R2)!

Application was completely built
using theSTD Foundation Classes

=] wn_response_master

& 5 wn_sbout_master

-Ij wn_calendar_master

[ wn_colour_master

- wn_colour_master_e

5 wn_debug_master

5 wn_image_zoomed_e

5 wn_logon_master

5 wn_messagebox_master

-Ij wn_splash_master ADSI
B0 enabled!

=[] wn_zoom_master



OU =0rganizational Unit
4 DN = Distinguished Name
DC = Domain Content}

\ Appeon Plu?l-] %) {CN = CommonName

Legend

* - Developed using PowerBuilderAppeon Web.
+-MS-Wi ndows fiPower Shell 0 o

Fram ework@) @ - Open Source GNU/GPIntegrated framework

y (STD Foundation Classes)

X1 Appeon Corporationappceleratoy

Command Shell

|, ADSI: Active Directory Services Interface

Web Browser Model 9
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Client Active

Directory information
captured by the STD
Integrated=ramework

using ADSI calls. \

Server Web Service
brokers validation with
actual Active
Directory server ( STD
Web Service
Framework using
various LDAP calls)

—

ADSI

May 2015

=Y Log Viewer - E@g
File Edit Tools Window Help B

(@ E7 |04 A B Bl x

Criteria:

Application Log Data gt
20150320 07:459:29 - => EMND of User | Machine f Environment settings.

2015/03/20 07:49:29 - ** START of Active Directory settings **
2015/03/20 07:49:29 - User: CN=5A,Chris.Pollach,OU=System Analyst,OlU=Software Design and Development,OU=PPBS, OU=Elevated
accounts,DC=pptc, DC=ac,DC=ca

2015/03/20 07:49:30 - Computer: CN=DEV&78775,0U=0ffice Automation,OU=Workstations,DC=pptc,DC=gc,0C=ca

20150320 07:49:30 - Domain: pptc.gc.ca
E—

2015/03/20 07:43:30 - » 5
2015/03/20 07:48:30 - || WebSeRicelog  Notepad |
2015/03/20 07:43:30 - |}l File Edit Format View Help

%% STD Foundation Classes - web Service Log?'ing Started #ewwes

D Foundation Classes version 2.3.0.32 was released on 2015-01-29 and
Logging was started based on instantiating interface object class - nar
2015/03/20 08:05:58 - validation for USER: sA.Chris.pPollach - RC: 1
2015/03/20 08:05:58 - validation for GROUP: PCI_ADMIN_GRP - RC: 1
2015/03/20 08:05:58 - validation for GROUP: PCI_REPORTS_GRP - RC: 1

—— §

|| Settings, CM=DEVPWDC
20150320 07:49:30 -
Settings, CN=DEVPWDCI
2015/03/20 07:49:30 -
2015/03/20 07:49:31 -

| »

m

2015/03/20 08:05:58 validation for GROUP: PCI_USER_GRP - RC: 1 W
2015/03/20 07:49:31 - -
2015/03/20 07:49:31 -0 « | T | 3 | liagftHP-LIY =
B.11.31/ase157sp100 = = — 1
0 0 0 074 ) ] OC. C3,/5A ollad d ogged o i a ag gacton applicatio 8 At 0 0

2015/03/20 07:49:56 - Window dlass 'wn_pdi_login_validate' opened with Return Code: '1' - by function: "fn_open_window'.
2015/03/20 07:49:57 - Security set for PCI_ADMIN_GRP -RC: 1
2015/03/20 07:49:57 - Security st for PCI_REPORTS_GRP -RC: 1
2015/03/20 07:49:57 - Security set for PCI_USER_GRP -RC: 1

2015/03/20 07:453:57 - Window class 'wn_imaoes webpaae' opened with Return Code: '1' - bv function: 'fn open window', a2
4 T 3

A.D. Priviledges

10
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Win32/64 C >

\/
Framework (@) Application Server
WSDL

Web Service

N~
HEINEN () :
SENEL () eMail

Command Shell

Appeon Legend
MObile * - Web Service developed in PowerBuilder 12.x LDAP
+-MSWi ndows fiPower Shell 0 op tystem API .
Framework (@) @ - Open Source GNU/GPWeb Serviceframework
(STD Foundation Classes)
LDAP: Lightweight Directory Access Protocol

N-Tier SOA Architecture 11
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Web Server

[] Appeon Web Application Components

May 2015

Database Server —

bra Client Browser B Appeon Framework Modules
PB M Thirdpany Technologies
do Applicatio
k= a
ﬂ:J, O ]-S(‘,Y'.‘pt
@) HTML' = ADO.NET
1. XN[L, § ODBC
. g fz | Native
POV\(/:eIrBu_llder ML, C# 5
assic
IDE
-\I/-IIsA lication Server
Deploy ... bp
C# NET
Assembly

PBVM Required!

PB / Appeon SOA™

DLLOS)

No PBVM(runt i me
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L L

CE N vt sttt . NoAccess!
{LDAP://CN=DHCP1,CN=Co Yoo,
mputers,DC=FX,DC=LAB}

(STD Foundation Classes)
LDAP: Lightweight Directory Access Proto

eMalil

Legend I IS -
* - Developed using PowerBuildéppeon AD. DB
+- MS-Wi n d oPowerShed AP .
@ - PowerBuilderweb Service Framework Web SerViCé

Frameworke) \_L_/
Command Shell @+

Requires raised privileges! Active
P B LDAP (Login/Group/Role) i Directory
a rt {LDAP://CN=DHCP1,CN=Comput Server

ers,DC=FX,DC=LAB}

13



Step#1¢ Create
Application Pool
& assign Active
Directory
account

RaisedPriviledgesolls M
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- -
Advanced Settings

= 9
B (General)
\MET Framework Version v2.0
Enable 32-Bit Applications True
Managed Pipeline Mode Classic

MName

I PE LDAP Pool I

3 Application Pool Identity Ie-’—’/_

(2] =& |

. () Built-in account:
Liry

Custom account:

Pr lSTI:?I-CHRIS

Set Credentials

User name:
5TD-CHRIS

P

Password:

m

Advanced SETHI'H;S LEE
.

May 2015

Confirm password:

specific user identity.

o run as built-in account, i.e. Application Pool Identity

E (General)

Application Pool
Physical Path

PB LDAP Pool

Chinetpub\wwwroot\LDAP -

’ oK Cancel

)

Physical Path Credentials
r
Physid sclect Application Pool ‘ [
Virtua
B Behay | Application poal:
Enabld | (pE LDAP Pool ~|
DefaultippPool
ASP.NET w4.0
ASP.MET w4.0 Classic
e Classic .NET AppPool i |
ApPcg PEDotnetdAppPocl on poot
PE LDAP Pool "
APHENTISPPFUTT | Cancel

anager

Step#2¢ Assign Application
Pool to Web Service (appears
as an lIs Application)

14
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Use PB Script to co
Web Service
interaction

- Or-
Use aWeb Service
DataWindow

Making 1t work
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d‘ E dw_ad_login_validate (PCI_Images) (c:\dev\pbl2_libs\pci_images\pci_images_main.pbl) IDataWindclw I

| 1| | 2| e —
Header
" Jeturnvalue Argument
Detail 1 Position Mame Type Value
Summary |
< iF I_l Ias_domain IString BTD [ Ml

|_2 Ias_user_id IString cpollach Mull

|_3 Ias;assword IString password [T Mt

Returnvalue

- e
Remember retrieval argu dw_ad_group_validate (C:\Devi\PB12\PCl Images\PCl Images_Main.pbl) - Source Editor

release 12;
datawindow(units=0 timer_interval=0 color=10737412

Remap!

: summary(height=0 color="536870912" transpg
=-£] retur

detail(height=84 color—"SBﬁE?Uglz" trap
= g dbname="ReturnValue" )

4 brushmode=0 transparency=0 gradient.angle=0 gradie
header(height=72 color="536870912" transpareng="0" gradient.color="8421504" gradient.transparency="0" gra
€ncy="0" gradient.color="8421504" gradient.transparency="0" gr
footer(height=0 color="536870212" transpgsfncy="0" gradient.color="8421504" gradient.transparency="0" gradi
£parency="0" grad\ent color="8421504" gradient.transparency="0" grad

webservice= (WSDL—“http fflocalhosthDAPfﬂc pei_ad_| mterface asmx?WSDL" assembly="pci_ad_group_ws.dIl"

ATQUMENtE=(| '35_group, Soing), [ as_user _id', string)) J

15
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E=SNEEETS
i 2 53

Application Server

P~-d ‘ (& Appeon Enterprise Manage... ‘ ‘

Managerto remap thd File Edit View Faveorites Tools Help

>

DW6 s WSDL ||URE sugfesi@d fites v &7 Web Slice Gallery Mo v [ dwh v Pagev Safetyv Tooks~v (@~ =
the various \

environments (Dev, N ) o T}
QA, S, Prod)!( \xnp RRRiisri=rprise Manager Help  LogOut

AEM Consocle

AR e TR

ication > PB Features > Web Service DataWindow >
[dw_ad_group_validate]

Tramsaction Management
Session Management

Data Access

Appeon Server Framework

Application Server (NETAIS, EAServer,

=-PB Features
Registry Mode
INI Files
DLLU/OCK Files

0
aWindow

Actions
------ Client Features &

Web Service URL

You are allowed to specify the web senice URL of each method in datacbject.

Weblogic, WebSphere, JEUS, JBoss)

\} lls Application Server

Method Name Web Senice URL

LDAP
Eg:g:::]:;:;ﬂsggr Bl Update of_validate_group | httpli!d ewwirm;l_DAPf nc_pei_ad_interface as mx?WS[| { Lo&g in
N oo -
| < > PBVM Requirsd!
— _ H100% - by

Appeon Web

& Mobile 16
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E Database - 1 Connection: (Active Connection - DEV_DBServices)

Q.A. Testing
Support Personnel
Employee Vacation
Manager OveRide

[ Obiect Layout (DEV_DBServies)

id varchar(32)

admin_user char(1)
admin_reassign  char(1)
redact_remark  char(1)
redact_image char(1)
report_completed char(1)
report_redacted char(1)

I ad_signature varchar(400) I

Y

| Results

Id
PCIUserl
PClUser2
PCIADMINL
QA.Mathieu.Provost
sa.craig.burge

admin.charles.erring

SA.Chris.Pollach

<4
FObjectLayout Extépded Attributes

Encrypted by STD Framewaork!

3+ 3imbnicecA-AE0AERA- AceiA-303AR5300e
3+ 3imbrcoecA-AE0aaeiA- Amdh-3u3Als e
32| 3¢ 2{34icecA-AE0aG0A- AcecA-303AR5 30
sxlex—@OUE0037A4R=Rdace A-ASA0DAELEE35ME

3+ Ofl-AdE> %2033
s+ OOES"u@flal

Impersonation

*x0oech-Aéaadvepiilédaoeh-,

May 2015

Dornain:

':n:ltc.gc.m

User Id: chnmm

Password:

[# PCLImages.ini * - File Editor

[PCI_Images]

Idle=600

DisplayLog=Y
Session_ID=DEV6&78775
Login_Validation=Y

N\

y

AD_Signature=CN=PChocoa: JOU=Users,0U=HQ,0U=NCR-RCN,DC=pptc,DC=ge,DC=ca

Report_From_Date=2014-01-01
Report_To_Date=2015-12-31
Form_Type=B

Target_Type=D

Find=Y

17
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AD Tool Kit =mtegrated Framework+ {Veb Service Framewgrk-LDAP

rowse / Development / Frameworks / STD Foundation Classes

* STD Foundation Classes

Object oriented framework for PowerBuilder, Appeon, lls & EAServer
Brought to you by: cpollach

Summar y Files Reviews Support Wiki Blog v  Donate N e W 2 LmA%> é

4 omros A Plug & PlayActive Directory
PowerBuilder Web Service. Just
Deploy iti its ready to go!

STD Foundation Classes 18
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Q&A Session
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