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An Actual Implementation Case Study! ’
By Chris Pollach — President: Software Tool & Die Inc. '
4

Ottawa, Canada

* Email: cpollach@travel-net.com

* Blog: http://chrispollach.blogspot.ca

 PBDJ: http://chrispollach.sys-con.com

* LinkedIn: http://ca.linkedin.com/in/chrispollach

* SourceForge: http://sourceforge.net/projects/stdfndclass
* TaekwonDo: http://www.syeoh.com

Single slgnon and Application Security!
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Government  Gouvernement ~ ~
I*l of Canada du Canada Canada.ca

——

Public Safety Canada

National Security Border Strategies Countering Crime Emergency Management Resources

Home » Resources » Publications » Audit of Information Technology Security

Audit of Information Technology Security

Table of Contents

*  Useridentification and access rights are managed through the Active Directory system within the Microsoft
Windows operating system. The auditing tools part of the Active Directory and other similar tools are able to track
IT activity performed by various network users.

Mandated use by the GOC! 3
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*  Active Directory: Microsoft's modern directory service for Windows, originating from the X.500 directory and
supports LDAP.

*  Apache Directory Server: Directory service written in Java, supporting LDAP, Kerberos 5 and the Change Password
Protocol.

» eDirectory: This is NetlQ's implementation of directory services. It supports multiple architectures including
Windows, NetWare, Linux and several flavours of Unix. Previously known as Novell Directory Services.

* Red Hat Directory Server: Red Hat released a directory service, that it acquired from AOL's Netscape Security
Solutions unit.

*  Oracle Internet Directory: (OID) is Oracle Corporation's directory service, which is compatible with LDAP version 3.
*  Sun Java System Directory Server: Sun Microsystems' current directory service offering

*  OpenDS: An open source directory service implementation from scratch in Java, backed by Sun Microsystems

* IBM Tivoli Directory Server It is a customized build of an old release of OpenLDAP.

Maior Active Directory Uendors 4
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* Microsoft provides the Active Directory Service Interfaces (ADSI) for
developing client-side directory service applications. \

e ADSI consists of a directory service model and a set of COM
interfaces.

* The Lightweight Directory Access Protocol (LDAP) API provides a
mechanism for connecting to, searching, and modifying Internet
directories. LDAP is a directory service protocol that runs directly
over the TCP/IP stack.
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* LDAP/ADSI is not supported in PowerBuilder Classic or PB.NET

* LDAP is partially supported in Appeon
. English only Appeon interface.
e Cryptic non-controllable messages.
d No support for Impersonation.
e Cannottie a Group/Role to application functionality
e (ie: menu, button, column, etc ... enable/disable/visible)

* ADSI is not supported in Appeon

* LDAP/ADSI are fully supported in the Software Tool & Die (STD) Foundation Classes (free)!
http://sourceforge.net/projects/stdfndclass/

Home / Browse / Development / Frameworks / STD Foundation Classes

Multilingual * STD Foundation Classes

100% GUI Configu rable Object oriented framework for PowerBuilder, Appeon, lls & EAServer
. Brought to you by: cpollach
Supports Impersonation
Fully programmable Group/Role interaction
Supports PB & Appeon applications i
* 4.5 Stars (2)

EtC + 83 Downloads
) Last Update: 2015-01-30

Summary Files Reviews Support Wiki Blog~ Donate @

Ltu s diy

e L Browse All Files

Active Directory Gompliance


http://sourceforge.net/projects/stdfndclass/
http://sourceforge.net/projects/stdfndclass/
http://sourceforge.net/projects/stdfndclass/
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MS-Windows O/S

{User
PC, IP,

{CN = Common Name,
OU = Organizational Unit
DN = Distinguished Name
DC = Domain Content}

PowerBuilder
Application (*)

Framework (@)

Legend

* - PowerBuilder 12.x —> compiled to P-Code or M-Code

+- MS-Windows “PowerShell” operating system APL

@ - Open Source PowerBuilder Integrated framework
(STD Foundation Classes)

Command Shell

ADSI: Active Directory Services Interface

Part A - ADSI Client T
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du Canada of Canada

O M T T T e

I * Gouvernement Government

Domain: pptc.gc.ca

User Id: SA.Chris.Pollach

Programme de | hort Program

Password:

PCI-CIFC y| PCI-CIIR
PIC Caviardage (| i’.ge Redaction
(v1.0.0.4) = — (v1.0.0.4)

Canac

Avis Importants Important Notices

%

May 2015

Actual Active Directory login web
page from the PCI Human
Redaction web application (built
in PowerBuilder 12.5.1 and
deployed to Appeon 2013R2)!

Application was completely built
using the STD Foundation Classes.

=] wn_response_master

- wn_about_master

- wn_calendar_master

- wn_colour_master

- wn_colour_master_e

- wn_debug_master

- wn_image_zoomed_e

H-E wn_logon_master

- wn_messagebox_master

[ wn_splash_master ADSI
-Ij wn_validate_master enabled!
=[] wn_zoom_master
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MS-Windows O/S

Appeon Plug-In

Web
Application (%)

Framework (e

Command Shell

{CN = Common Name,
OU = Organizational Unit
4 DN = Distinguished Name
DC = Domain Content}

Legend

* - Developed using PowerBuilder + Appeon Web.

+ - MS-Windows “PowerShell” operating system API.
@ - Open Source GNU/GPL Integrated framework

y (STD Foundation Classes)

X — Appeon Corporation (appcelerator)

' J ADSI: Active Directory Services Interface
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(2 Log Viewer [E=REE

Client: Active File Edit Tools Window Help

Directory information (@ E7 |04 A B Bl x

captured by the STD Criteria:
Integrated Framework .

Application Log Data gt

using ADSI calls. ) , ,
20150320 07:459:29 - => EMND of User | Machine f Environment settings.

2[115[23;2[1 07:49:29 - ** START of Active Directory settings ==

2015/03/20 07:49:29 - User: CN=5A,Chris.Pollach,OU=System Analyst,OlU=Software Design and Development,OU=PPBS, OU=Elevated
accounts,DC=pptc,DC=ac,DC=ca

2015/03/20 07:49:30 - Computer: CN=DEV&78775,0U=0ffice Automation,OU=Workstations,DC=pptc,DC=gc,0C=ca

20150320 07:49:30 - Domain: pptc.gc.ca

Server: Web Service

0 o€ i 2015/03/20 07:49:30 - [ - ® *> on= o (=] B [t |
brokers validation with 2015/03/20 07:49:30 - [l WebSenicelog _Notepad | _
actual Active | | 2015/03/2007:43:30 - | File Edit Format View Help

f - - %% STD Foundation Classes - web Service Logging Started ®#=®#= -
Directory server (STD || settinas,CN=DEVPWDC D Foundation Classes version 2.3.0.32 was re?eased on 2015-01-29 and [—

1 2015/03/20 07:43:30 - [flLogging was started based on instantiating interface object class - nar
Web Service I settinas,cn=DEVPWDCGY 2015,/03/20 08:05:58 - validation for USER: sa.chris.pollach - RC: 1

m

i .40.30 - (12015/03,/20 08:05:58 - validation for GROUP: PCI_ADMIN_GRP - RC: 1 | _
A iy || By omacs J2013/63720 Ga:6815% - Vatistrian o Grote! poieera o it 1 L]
various calls) | 2015/03/20 07:49:31 - - & taatton for § PCI-_USER- : "
2015/03/20 07:45:31 -0 « | T | 3 | liagftHP-LIY =
B.11.31/ase157sp100/3 z z — 3
| 0 0 00754 5 ] ac.cafsh ollact a ogged o i a ag dactio applicatio a At 0 0

2015/03/20 07:49:56 - Window dlass 'wn_pdi_login_validate' opened with Return Code: '1' - by function: "fn_open_window'.
|| 2015/03/20 07:49:57 - Security set for PCI_ADMIN_GRF -RC: 1 -

2015/03/20 07:43:57 - Security set for PCI_REPORTS_GRP -RC: 1 A.D. Priviledges
2015/03/20 07:49:57 - Security set for PCI_USER_GRP -RC: 1
2015/03/20 07:453:57 - Window class 'wn_imaoes webpaae' opened with Return Code: '1' - bv function: 'fn open window', a2

4 | 1 r
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Win32/64

Framework (@) Application Server

WSDL

Web Service *

Framework (@)

N~
Framework (@) eMail I

Command Shell

Appeon Legend
MObI |e * - Web Service developed in PowerBuilder 12.x
+- MS-Windows “PowerShell” operating system API.
Framework (@) @ - Open Source GNU/GPL Web Service framework
(STD Foundation Classes)
LDAP: Lightweight Directory Access Protocol

N-Tier SOA Architecture "

LDAP
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PowerBuilder

Classic

IDE

PBVM Required!

er Obje =
0 0 ..
a

Deploy ...

C# .NET
Assembly

Client Browser

Web Server

Appcun Web | brary

Internet Explorer

-
2
=
=
=
2
)
=
=
=
=

[] Appeon Web Application Components
B Appeon Framework Modules

B Thirdpany Technologies

erence

May 2015

Database Server

PB / Anppeon SOA

DataWindows
mhedded SOL

Application Server (.NET/IIS, EAServer,
WeblLogic, WebSphere, JEUS, JBoss)

"<‘,:;>

ADO.NET
ODBC

Native

Functions,
Triggers,
otc.

-
-
E
=
g
=<
&=

PBVM Required!

€

WWW

No PBVM (run-time DLL’s)

12
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L Y T T T ——

CE Nttt o NoAccess!
{LDAP://CN=DHCP1,CN=Co Yoo,
mputers,DC=FX,DC=LAB} m

o
Legend AD. DB

* - Developed using PowerBuilder/Appeon

+- MS-Windows “PowerShell” APL

@ - PowerBuilder Web Service Framework
(STD Foundation Classes)

LDAP: Lightweight Directory Access Protocol

Web Service *

eMail |

Framework (e \\v_/
Command Shell ¢
Requires raised privileges!

Active
LDAP (Login/Group/Role) Directory

Part B {LDAP://CN=DHCP1,CN=Comput Server

ers,DC=FX,DC=LAB}




Step#1— Create
Application Pool
& assign Active
Directory
account
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Advanced Settings

e ||

B (General)
\MET Framework Version
Enable 32-Bit Applications
Managed Pipeline Mode
MName

v2.0
True
Classic

I PE LDAP Pool I

St Application Pool Identity Ie-——’/_ | ® 22 |

() Built-in account:

Custom account:

ISTI:?I-CHFLIS

Set Credentials

e,

User name:
5TD-CHRIS

Password:

Confirm password:

»

m

8Nce

May 2015

Advanced Settings . - -

T

Physi
Virtua
E Behav
Enabl

B (General)
Application Pool
Physical Path
Physical Path Credentials

PB LDAP Pool

BN

7
Select Application Pocl - -
—

Application pool:
[PE LDAP Paol ~|

DefaultippPool
ASP.MNET w40

Chinetpub\wwwroot\LDAP -

|
[applicat])

ASP.MET w4.0 Classic
Classic .NET AppPool
PEDotnetd AppPool

specific user identity.

o run as built-in account, i.e. Application Pool Identity

ok ||

oK ] ’ Cancel

PB LDAP Pool |I

ApPECTApprToT I

tion pool.

Cancel

Step#2 — Assign Application
Pool to Web Service (appears
as an lls Application)

1L
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Use PB Scrlpt to COde [=| dw_ad_login_validate (PCLImages) (c:\devipbl2_libs'\pci_images\pci_images_main.pbl) IDataWindnw I

Web Service [ Design - dn_ad_ogin_. et ol x| ||
. . T ' L — ' -
Interaction g F‘.et.lrnvalue Specify Retrieval Arguments _ - u
- Or - | Headert
. Ar t
Use a Web Service JE“TB'“E S |
DataWindow! e Fostton  fiame e fale
< iF I_l Ias_domain IString BTD [ Ml

[ & Preview -dn_ad]l |_2 Ias_user_id IString cpollach [ mawal

Returnvalue

=

|_3 Ias;assword IString password [T Mt

Remember retrieval argu dw_ad_group_validate (C:\Dev\PB12\PCI_Images\PCl Images_Main.pbl) - Source Editor
release 12;

dataw\rlndw\lfumtc 0 timer_interval=0 color=10737413

Remap!
4 brushmode=0 transparency=0 gradient.angle=0 gradie

E-5] retur

£barency= "El" grad\ent co\or—"B4215El4" gradlent transparency "0" grad
= g g dbname="ReturnValue" )

webservice= (WSDL—“http fflocalhosthDAPfﬂc pei_ad_| mterface asmx?WSDL" assembly="pci_ad_group_ws.dIl"
ATQUMENtE=(| '35_group, Soing), [ as_user _id', string)) J

Making it work 15
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Application Enterprise @@|@ IR Tenwirlll/ABMIS p-¢ ‘@Appm" Enterprise Manage... ‘ ‘

ence

May 2015

[—::-l-IEI- = ZE = - Application Server

Manager to remap the File Edit View Faveorites Tools Help
DW’s WSDL URL for ok B Suggested Sites v & Web Slice Gallery +

V4

n Enterprise Manager
QA, SI, Prod)! il & g

the various \ app 3
N

environments (Dev,
AEM Console

=-PB Features
Registry Mode
INI Files
DLLU/OCK Files

Web Service URL

0
aWindow

ication > PB Features > Web Service DataWindow >
. Lulo Dumunos [dw_ad_group validate]

You are allowed to specify the web senice URL of each method in datacbject.

Session Management

Data Access

Application Server (NETAIS, EAServer,
Webl ogic, WebSphere, JEUS, JBoss)

Actions Method Name Web Senvice URL

------ Client Features < LDAP

- Data Transfer @ Update of_validate_aroup |httplfa’dewwirm;l_DAF'a’nc_pci_ad_interface_asmx?‘u"u’S[| {Login
&

&
[-Performance
E Replace LOCALHOST

H-Client Security
E-Mobile Ul Resizing

<

Group)
PEVM Requirsa!

Anpeon Weh & Mohile

16
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E Database - 1 Connection: (Active Connection - DEV_DBServices)

Why? :
. Q.A. Testing ||_370biectlamrt (DEV_DBServices)
. Support Personnel E] =
. Employee Vacation . . =
. Manager Over-Ride : pptc.oc.
id varchar(32)
admin_user char(1) User Id: chnmm

admin_reassign  char(1)
redact_remark  char(1)
redact_image char(1)
report_completed char(1)
report_redacted char(1)

[ oK
I ad_signature varchar(400) I

Password: Iooo........

LY |
] |:| Sh b
Cllbject Layout AEx ‘ded Attributes @ PCLI ini* - File Editor
& Resuits [PCL_Images]
d Encrypted by STD Framework! Tdle=600
PClUserl st st qmbricech AdOatcecA AmeiA u3ARssace | DISPAvhos=Y
ser 1 FEfEebsi a0aa . ® | gecsion_ID=DEV678775 \'4
PClUser2 2| 3xfzebreoecA-A50a50cA- Acech-303Aks3uce |  Login Validation=v
B B B o AD_Signature=CN=PChocoa: JOU=Users,0U=HQ,0U=NCR-RCN,DC=pptc,DC=ge,DC=ca
PCIADMINL 31| 3x¢-2{3uicei A-RE088A-  AoeéA-343AA530e | Report_From_Date=2014-01-01
i P fRE e smgar Report_To_Date=2015-12-31
QA.Mathieu.Provost >+ jox-@OUSU0ZAB=Baace A-ABDDaezaaaaNE | oo T o0
sa.craig.burge 3| Ofi-AdE x203ax OoecA-Aéaa0vEpilléadcech-, EE?EL-TYPE!:D
R - . . - - ind=
admin.charles.erring 3+ OOEa"u@Na padlpxanpeech-1Asalachal—L ... .. -
SA.Chris.Pollach 3| 2% 52AB00MA0P e A-Aé5a0V2b iU dace: B-AB04CMIE0 "OF

iImpersonation 11
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AD Tool Kit => (Integrated Framework) + (Weh Service Framework) + LDAP

eeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee

* STD Foundatlon Classes

Objec ented framework for PowerBuilder, Appeon, lIs & EAServer
Bro ghtty by: cpollach

Summary Files Reviews Support Wiki Blog * Donate @
* 4.5 Stars (2)

¥ 23 Downloads (7 ee
[ Last Update: 2015-01-30

STD Foundation Classes

New 2015 ... LDAP =>

A Plug & Play Active Directory
PowerBuilder Web Service. Just
Deploy it — its ready to go!

18
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Questions?

08A Session

19
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Gracias ﬁ%

%\WC/{/ @zﬁb ﬁszﬁneﬂe/

Have you hugged your DataWindow today? 20




